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Abstract: In order to appropriately select and adjust response countermeasures, it is necessary to evaluate response effec-
tiveness. Although a large amount of effort has been spent on the evaluation of risk and threat situations, the existing schemes
are not suitable to evaluate response effectiveness, because the sechems require that all the information used for evaluation is
complete, which is difficult to implement in the real environment. To address the problem, a fuzzy scheme was proposed to
deal with incomplete information (i.e., missing elements of judgment matrix and missing data of indicators) and the response
effectiveness was evaluate. Firstly, a hierarchical indicator tree was design to characterize the effectiveness from the perspec-
tives of both attack and defense. Then, the fuzzy analytic hierarchy process (FAHP) was used to calculate the comprehensive
weight of each indicator. Finally, the response effectiveness was calculated using fuzzy comprehensive evaluation. In partic-
ular, to deal with the problem of incompleteness of fuzzy judgment matrix in the process of FAHP, the missing elements
were completed based on the transitivity of elements. And to deal with the problem of loss data in the comprehensive evalua-
tion, the missing data was completed based on matrix completion. The experimental results show that the proposed scheme
can accurately recover the missing data and can effectively evaluate the effectiveness of response.
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Wi Bk hRAL 5 A5 T R v AN I ) B 1)
FHRTRPREARE, BE T PRI FR bR g o jgl b 4 &
BORBEAT V-

K2 sesesris

FZ I8 3.1 TR, HHE SYN Flood Mk frHE A5,
AT HNAE B i R v R GeAT A 4 1 R A B s AN 52
Flood Miifragii, RUbsess LANRGORE . kS
DL FREAE DX 3 AR AS BT 75 IR b o
L RGOS N fatsh: CPU Y%, AfF
L TR RS YR AR N -
i AT AN S [ R ez S C 222 £ R N )V
PRI . REAE SRS T Fabs . RS )
L

HAKTI S, HIEH A1 T Web k%5 5 min; 7E
PR RS min P HATEF ) ) AR 1 5 U 1) 5
RJE HBEERLR R SYN Flood Btili, FFLL 5 min 4
BN B B s s B kAR 15 min JE, 7EB
KA LB AL B 1 (BRI SYN A e Kok
B4 10005 5 min Jio HBRZSE M, HHAER KBS L5
BRE R 2 A I 8 B P R gD . B
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¥ R o540 &

1 min Jy FLA7 SRR IR TR (125 SR b i «
52 BB EICRITE

AR S A B B AT 238 JFA TR
PPAG AR ) Ak B AR AT VR A o

AR 3.2 15 pr e th RO /2 O 3 g v v g
PRIZS TR ZREBE. G, BORL SO0 AN A 4
PEZTA) [l T AN bR 18 [ 2 2 A
WA BIBOEATIT 70 o AT, T2 Rs%
IR, AFRE KT A e %R, HAlhE
PLAR Sy LEB B SR (K DL, USRI Ji i
SEREA A IR AE X TR RE 2 AR sl dR bR eT
%%%%ﬁi,%ﬁﬁ%¢?%%%ﬁ%§,wﬂ

AR TR B A i BB A AN A s ) Z 4% R (4)
SRIZ LA -

a,; = L “4)

Hrp, Ui, FoRAHENE a; PR a; P HEE LA

FIAMRERE S, m ZoREE P IT R ML

R N~R 4 N GO B YEJE AN YERE T &858
MBS0, o, &1 AANFRYERE A
M1 73, 3 2 9 RGOS UESE %5 b LLBUE )
195, 3 3 ARG YL N BFabr BT 73,
K4 NN ARENG YL N B FEARERT 70 3K ]
1, dog BN RGURSIRFAE s dop RIRRGUIRE
HRENE DL, dos KRR TE AR ENE DL /EL 2 T,
dy %7 CPU T I/ WAF I, di2 3808 CPU Y
M58 S A, dys Ros WAE /A1 58 A
o AR 3, dyy FRoRIRGT AL BN AT/ W 258717 5
dy 2 T R S5 AL BRI SE/ X 5 AR BTN ST, s 3 s eSS
AEPRINAE/ 73 AL TR, dy g RTS8 58/ W 4%
TR RE, dy s AR WIERAT 0/ 7 L ER R, dye 2R
PILRALAMIN AL/ 7 B R (BSR4 T, da R
R ERIE,  dyp RoaIREMRAREL S .

FTR 1-3L 4, RIEG), ATRATE B A
LIVEIEyS

*1 TRI%EEEEMH R

1 2 3 4 5 6 7 8 9 10
do, — 0.1,03,04  0.2,0.3,0.5 — 0.1,02,03  0.1,0.3,0.5 — 0.1,0.2,0.3 — —
dos — 0.5,07,08 0.6,0.7,09 050607 050.60.7 — 0.7,08,09  0.5,0.6,0.7 — 0.6,0.8,0.9
dos 0.7,0.8,09  0.6,0.8,0.9 — 0.6,07,08 0.6,0.7,08 0.6,0809 0.7,0.809 — 0.7,0.8,09  0.7,0.8,0.9
%2 RGRBTLEETAEEREEL R

1 2 3 4 5 6 7 8 9 10
di — 0.1,03,04 0203,05 02,04,05 0.1,02,03 — 03,04,05 0.1,02,03 0203,04 02,0.3,04
dis 0.6,0.7,0.8 — 0.6,0.7,0.9 — 0.5,0.6,0.7 0.6,0.7,08 0.7,0.8,0.9 — 0.6,0.7,08  0.6,0.8,0.9
dis 0.7,0.8,09  0.6,0.8,0.9 — 0.6,0.7,08 060708 060809 070809 06,0809 0.7,0.80.9 —
=3 REIEREE TARBIREE ML

1 2 3 4 5 6 7 8 9 10
dy 0.2,0.3,0.4 — 02,03,05 02,04,05 0.1,02,03 0.1,03,05 — 0.1,02,03 02,03,04 02,03,04
drs — 0.5,0.7,0.8 — 0.5,0.6,0.7 — 0.6,0.7,08  0.7,0.8,0.9 — 0.6,0.7,08  0.6,0.8,0.9
drs 07,0809 06,0809 0.7,0.8,09 — 06,0708 06,0809 07,0809 06,0809 07,0809 0.7,0.8,09
da  02,03,04 0.1,03,04 0203,05 020405 01,0203 01,0305 030405 01,0203 02,03,04 —
ds 06,0708 050708 060709 050607 050607 060708 070809 050607 060708 060809
drg 0.7,0.8,0.9 — 0.7,0.8,0.9 — 0.6,0.7,0.8 — 0.7,08,09  0.6,0.8,09 — 0.7,0.8,0.9
%4 REEREE TARIBREZM L

1 2 3 4 5 6 7 8 9 10
ds 07,0809 06,0809 07,0809 06,0708 060708 060809 070809 060809 07,0809 07,0809
dsy  02,03,04 0.1,03,04 0203,05 0204,05 01,0203 01,0305 030405 01,0203 020304 02,03,04
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5 4 3] PRI AEREE TR E SRR A

(0.5,05,05)  (-L-L-1)  (0.46,0.69,0.80)

4= (-1,-1,-1)  (05,0.50.5) (0.56,0.78,0.88)
(0.2,0.31,0.54) (0.12,0.22,0.44)  (0.5,0.5,0.5)
(0.5,0.5,0.5)  (0.18,0.30,0.36) (0.6,0.62,0.83)

A4, =|(0.64,07,0.82)  (0.50.5,0.5)  (0.64,0.78,0.88)
(0.17,0.38,0.4) (0.12,0.22,0.36)  (0.5,0.5,0.5)

(0.5,05,05)  (0.16,029,041)  (-L-1,-1)  (0.66,0.79,0.89)

(0.59,0.71,0.84)
S
(0.11,0.21,0.34)

[ (0.5,0.5,0.5)
A2,3 - {(

0.17,0.30,0.42)

Horr, HFEITTE AN (1,1, - DR Z TR

M4 1D, TEXTATE B AW AL FE A, BT A, BEAT RN, S RRME IS0 2 ANHEFE N
(0.26,0.59,0.92) (0.46,0.69,0.80)
(0.56,0.78,0.88)
(0.5,0.5,0.5)

(0.5,0.5,0.5)
A =|(0.18,0.41,0.74)
(0.2,0.31,0.54)

(0.5,0.5,0.5)
~1(0.59,0.71,0.84)  (0.5,0.5,0.5)
»21(0.92,0.91,0.97)  (0.63,0.7,0.83)

(0.11,0.21,0.34)

VAT BT HEJSE 2 TR T BEJSERE FE
1 11
09562 1 1
0.5918 0.6189 1

X M AT VA — A 5 15 BAS R 1B )
9(0.392 5, 0.375 3, 0.232 2). [A) ¥, AREATIAH
WidibE A, v Asan Ay, ATV BULEAR N VF
Y SR % i Aw (B 7] 53 51l 24 (0.30, 0.70, 0)
(0, 0.213 1, 0.786 8, 0). (0.969 3, 0.030 7). Mifi#F
FARPR I 25 A AU 7] 54 (0.117 7, 0.274 7, 0, 0,
0.08, 0.295 3, 0,0.225 1, 0.007 1).

S RIS B v n] ek, DRk
W 4.2 5 PrIR T R B AT AN o ARSI IR
i N & e b s vl LSS BRI, It A4S B4R A £k
e, RHBENL T bR EdE, A 2IA
TEREARAR R AR

Kl 3 g NAF b FER . CPU (5 F 25 %295k 1)
JR AR H A -
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(0.5,0.5,0.5)
(0.63,0.7,0.83)
(0.2,0.37,0.43)

(0.5,0.5,0.5)
(0.12,0.22,0.44)

(0.2,0.37,0.43)

(0.17,0.30,0.37)  (0.57,0.63,0.8)
(0.5,0.5,0.5) (-1,-1,-1)
(-1,-1,-1) (0.5,0.5,0.5)
(0.65,0.79,0.89)
(0.5,0.5,0.5)

(0.16,0.29,0.41) (0.03,0.09,0.08) (0.66,0.79,0.89)
(0.17,0.30,0.37)
(0.5,0.5,0.5)
(0.2,0.27,0.17)

(0.57,0.63,0.8)
(0.83,0.73,0.8)
(0.5,0.5,0.5)

5 10 15 20 25
s} Z]/min
(a) SHFRFRIY SR IR AR

- | o= MR ST AL B AE
—— A

|~ |

v EHE | ]

5 10 15 20 25
i} Z))/min

(b) 4 Y SR AR e
3 SRR G Hdn
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[ S )
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112X
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e 3(a), Hi 10 min i Web 13184780 0F
W AR RS, CPU IR AE TR
SR T A PROIRES, MBS 11 min FFUR AR SH,
ATLVAE 1 CPU (F %45 4 RIRARA WG N, sy
IR ARWT AL, Web 5552 2 S0 BT 5210

Tk Q)0 R R bR EE AT RN A, B AR
FrECHE 04 5 10 45 A5 b5 Z0d 18 52 Bn AR 1) L3R
WK 4 iR

M 4 vTUUE H, A E R R SRR 5
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7 Al
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(@ SKIBRREIR SRS b R BRA T
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B AL EORR) 20
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”':W&Ho 4
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0f HERH IR

0 4 8 12 16 20 24 28 32 36
P 2)/min
(b) 4R IR AR S S HERT L

K4 Jsindabrdicn 5 b 4 B b

BT AN G iR AR B, R BRI 25 5 P
%, BRAESCORAE 5 B . MR AR
SUATH, AE 1~5 min, PEOMATE 3 o0 LRkl 76
6~10 min, VP _LTF3 4 43 7247 X SE R FE 1~5 min
I, Web g5 as A 0 H SR 5%, R IRgs 4%
Wb T AR, AR RS- Jy SE o U TN
R, RIEPPMEAS T 6~10 min [7) F 7 H24E 1 Al
S5 BPESy o £F 11~15 min. 16~20 min. 21~25 min,
PEAEABIBRAG, 12 A B s B W s . 78
26~30 min, FEALE R 1 5, PO EIEAE R

IEHFERE, (HAFAEBEBh. T REI R DR Ak 4 e e,
SRBET T B, AR P I IR 45 3 1 T 5,
PR AELEIR S o £F 31~35 min, E AL B 1
Wi 2 )5, VRO HEARE IR, 5 6~10 min I )5
FEAR—F, VLA BRI 2 AR T B AL
IVEH] -

s Mes5iats Kt R LA

™

HMi2,

i

0 5 1.0 15 20 2IS 30 3I5
5} Z)/min
B 5 B Ak RO A g S
6 LERIT

AR SCH IWEIE T ANSE A AR BN 0 B Ak B2
RV %, 0 BT U AR ERCR VP VAR A
AL, SEH T U A B R (B DA A R . LR
K7 2 MFERIEITIRE . REAT 0 RSSO
BN 4 ADERE ORI 7 IR VPSSR, AR
JLAih - E2RG IS FE AR BdE (AN MER P, A RO =
RIS AT RIB 255 VRN X B AL BRI T A
Frsg L, 5 R8BIV AL A HR b T 2 A A ik
RAHEbRER B R S D0, AR bR 2RI A i
PER A RS 7 0 i R TC R BEAT A4, ANTIAT 2%
i AS SRR I, $R i T VAL ik s A PR
PR AR o AN SCAE S 28 PR 85 R R T i
S, RIARSCREH VAL VA A R S & B AT
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SRS E RS R AN e R T,
ANFRBREE ] (ORI R 5 18, B i Bl #h 42 1)
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